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o 2. What i a Switch?

A switch is a Layer 2 device that forwards frames based on MAC address ﬁ

A switch learns the MAC address of devices connected to its ports and forwards
the data only to the destination port (unlike a hub which floods to all ports).

o Key Points about Switch 9 How a Switch Forwards a Frame?

Operates at Layer 2 (Data Link Layer) Host A sends a frame to Host B.

by default. Switch checks the destination MAC address
Forwards frames based on MAC address. in its MAC address table.

Learns source MAC address automatically If MAC is known — forwards to the correct port.

o
(MAC address table) o If MAC is unknown — floods the frame to all ports
'

!

Builds a MAC address table dynamically. (except the incoming port).
Sends data only to the destination port

(unicast).

Switch also learns the source MAC address
and updates its MAC table.

Floods frames for unknown destination Switch (Layer 2)

(broadcast/unknown unicast).

Each port is a separate collision domain.

PCA —p Port PCB

00 O 0000 O

Suﬁports multiple features like VLAN, STP, St L.
EtherChannel, Port Security etc. ALALALAA: Coileh Forurds the Eoame ol :BB:BB:BB:BB:
192.168.1.10 [ b Port 5 (destination MAC)H 192.168.1.20
e’ Switch vs Hub (DrFFerence)
B — Switch Working Example
| Feature Switch Switch
1 | | 1]
. OST Layer | Layer 2 _ I_ager 1 . ;
1 . Forwarding | Based on MAC address | Floods to all ports |
| Intelligence | Learns MAC address ~ No learning
. Collision Domain | Separate per port  Single (all ports)
; Bandwidth Usage | Efficient - Less efficient
| Ejrformance _ :igh ~ Low .
' cur'ltg | Fore secure | Less secure AAAAAAAAAAAA BB:BB:BB:BB:BB:BB CC.CCCC.CCCC:CC
192.168.1.10 192.168.1.20 192.168.1.30
6 MAC Address Table Example o Important Terms
| ( VIAN MAC Address ‘. Port | Type 1 Frame  Layer 2 data unit.
1| AAARAAAAAAAA Fa0/1 |  Dynamic MAC Address  : Unique hardware address (48-bit).
1 BBBBBBBBBBBB | Fa0/2 | Dynamic MAC Table Stores MAC address to port mapping,
- | f : Unicast : Frame to a single destination.
1 | CCCCCCCCLCLC | Fal/3 | Dynamic Broadcast : Frame to all devices (FF:FF:FF:FF:FF:FF).

Unknown Unicast : Destination MAC not in table (flooded).

Collision Domain  : Each port is a separate collision domain.

VLAN : Logically separates a network into multiple
broadcast domains.

and updates this table. Entries are removed after an
aging time (default 300 seconds on Cisco).

# The switch automatically learns source MAC addresses J

A ENEE
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| Te; cln ﬂoﬂiﬁ@l 3. MAC Address Table

How a Switch Learns and Maintains MAC Addresses e
A switch builds a MAC address table by learning the source MAC address

of incoming frames and mapping it to the port on which the frame was received.

MAC Learning Process MAC Address Table Exampl
o Switch 9 i ¥ mP g

MAC Address ~ Port  Type  Age seci

o
» 1 AA:AA;M:M:M:AA Fa0/1 = Dynamic 0
PCA Fa0/1 Fa0/2 PCB ' 1 ' ' |
AA:AAAAAA:AAAA BB:BB.BBBBEBEE | 1 | BB:BB:BE:BB:BB:BB | Fa0/2 _ Dynamic | 0
it 192.168.1.20 1| CCCCCCCCCCCC | Fa0/3 | Dynamc 120
PC A sends a frame to PC B (destination MAC: BB:BB:BB:BB:BB:BB). ' { ' DD:DD:DD:DD:DD:DD ' Fa0/4 ' D ' 250

Switch learns the source MAC (AA:AA:AA:AA-AA:AA) on Fal/1.

Since destination MAC is unknown, it floods the frame to all other ports. g e Entries are learned dynamically, |
o Age timer is 300 seconds by default (Cisco). i

PC B receives the frame and replies.
P o [f no traffic is seen for 300 seconds, the entry is removed. |

00 000

Switch learns the source MAC (BB:BB:BB:BB:BB:BB) on Fal/2. o MAC table is per VLAN |
{ Now the switch forwards frames between PC A and PC B only on the ' :
: correct ports.
Forwarding Decision Based on MAC Table
Known Destination | Unknown Destination

Switch |

PCA PCB PCC

| AAAA:AA:AA:AAAA BB:BB:BB:BB:BB:BB | AA:AA:AA:AA:AA:AA BB:BB:BB:BB:BB:BB CCCC:CC:CC:EC:EL
& I destination MAC is in table, @ If destination MAC is not in table,
frame is forwarded Onlg to the specific port. f frame is flooded to all ports (except incoming port).
@ Saves bandwidth and improves performance. &  Used for unknown unicast, broadcast and unknown traffic.

€D Viewing MAC Advess Tabe (Goo @)~ (E)) Inportant Points f @

= @ Suitch learns source MAC, not destination MAC. ®
e @  MAC table is built dyramicaly
SW1# show mac address-table @ Each entry is mapped to a specific VLAN.
Mac Address @ Default aging time is 300 seconds (can be changed).
-------------------------------------------- @ Known unicast — forwarded to single port.
AA:AA:AA:AA: AA:AA DYNAMIC @ Unknown unicast, broadcast, multicast = flooded
BB:BB:BB:BR:BR-BR DYNAMIC & MAC table helps in efficient forwarding and reduces collisions.
1 CC:CC:CE:CE:CL-CL DYNAMIC Fa0/3 0 You can configure static MAC entries for special cases (eq. ‘BECuFttH
DD:DD:DD:DD:DD:DD  DYNAMIC Fa0/4 ¢ The MAC address table is the brain of a switch,

which helps it forward frames efﬂmenﬂy

l [ o®e
ol Ei der

LEARN CLEAR REAL (CNA TO OCIE BUILD

ANYTIME CONCEPTS EXAMPLES LEVEL REAL SKILLS



e hﬂet“"""f;*m 4. LAN (Virtual LAN)

Segment Networks and Improve Security

A VLAN (Virtual LAN) allows you to logically divide a F !‘LS'C“I network into

multiple separate broadcast domains, independent of physical location.

€ vhetisvaw € AN Topiogy Example

Logically divides a switch into multiple Switch |
broadcast domains. AN S

Devices in the same VLAN can communicate

with each other.
Devices in different VLANs cannot

communicate directly (Layer 2).

Improves security, reduces broadcast traffic 1 L2 11 M3 PC4 11 PS5 C6 .
and better netviork management 192181010 19216810.11}} 191682010 1921682011} 1921683010 192168301
| VAN T VIANZO VLAN 30

(IT Department)  (HR Department)  (Finance Department)

VLAN Key Ponts O) e of an s

Each VLAN is a separate broadcast domain.
Devices in same VLAN can communicate (Layer 2).
Devices in different VLANs need a router or

Layer 3 switch for communication (Inter-VLAN routing)
VLAN ID range: 1 - 4094 (1 and 1002-1005 are reserved).
Port can be Access or Trunk.

VLAN helps in security, seqgmentation and better
network performance.

L5 BT Configuration (Cisco CLI)

b Q000

Reduces broadcast traffic.
Improves network security.
Logical separation of departments.
Easy network management.
Better performance and scalability.

000000

Flexuhlhiy (users can be in same VLAN even
in different physical locations).

Q00 000

Access vs Trunk Port

° o VAl
SW1(config)# vlan 10 * A POl‘t (Smgle VLAN) Access P
SW;(conf%g—vlan)# name IT SW1(config)# interface fad/1 = Relongs o

i Swl[foni;g-vlan)# exit SW1(config-if)# switchport mode access one VLAN only
SW1(config)# vlan 28 SW1(config-if)# switchport access vlan 10 | (4 for End Devices)
SW1(config-vlan)# name HR | SW1(config-if)# spanning-tree portfast

{ SW1(config-vlan)# exit ! ig-i

. | SWl(config-if)# end

SW1(config)# vlan 30 N

SW1(config-vlan)# name FINANCE 'S ;
SW1(config-vlan)# exit Trunk Port (Multiple VLANs)
{ Creates VLAN 10, 20 and 30 with names. gmgcon‘;‘:g)#f;;terfici fa[i/ 24d s
o - config-if)# switchport mode trun
[ ® By defaul, VLANis in active Stat?' SW1(config-if)# switchport trunk allowed vi
{ ® You can verify using: show vian brief lan 10,20,30

' N 1 X
ol =) iar
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| Te “@%ﬂ;ﬁ;‘ 5. STP (S_panning Tree Protocol)

Prevent Loops and Ensure a Loop-Free Network

STP is a Lager 2 protocol that prevents switching loops in a network
by blocking redundant paths and keeping only one active path.

o Why STP is Needed? e STP Topology Example
@ Provent Layer 2 loops in a switched network. sw1
&
&
@

Avoid broadcast storms.

Provide redundancy (backup path).
Keep only one active path and block
redundant links.

I @ Automatically reconverges if the active
: link fails.

@ Improves network stability and availability,

(Blocking)
€) TP Port States @) ST Electon Process
{ ( Port State ‘ Description ] o Elects a Root Bridge (lowest Bridge ID). Bﬁdﬂ;am
' Blocking ng esnsoft Ofogﬁgﬁi P, Selects Root Ports on non-root switches Priority
: Listeni " Listens for BPDUQ, preparing _ (lowest path cost to root). MAC Rddrass
& i | to forward. _ Selects Designated Ports on each segment
lodir: Learns MAC addresses, (lowest path cost). g
i | i | not forwarding yet. | o - Rt ,ﬁ
: Forwards frames and learns aces redundant ports in Blocking state. A
R MAC addresses. .
\ Disabled | Administratively down. o Port Roles in STP
— e T =
: 5 STPE Ple ( fow IS) [ Port Role | Description |

Best path to the Root Bridge

® Root Port (only one per non-root switch).
SW1# show spanning-tree ' : '
VLANGOO1 Designated Port EfSt Pagh A segment
{ Spanning tree enabled protocol ieee _ | \forwaras rames)
Root ID  Priority 32769 : Redundant port on a seqment
| Address  0011.2233.4455 Non-Designated Port il bF[) ¥ %
Ul R (placed in blocking state).
This bridge is the root

Interface Role Prio.Nbr

o STP Versions (Quick Comparison)
rVersim ~ Standard  Convergence Time | Features
STP 802.1D 30-50 seconds | Basic (legacy)

A = = =

[ § Key Takeaway | | | |

| STP prevents loops, ensures a loop-free network, | | RSTP . 8021w | 1-6 seconds , Fas’rjer' conuersence ,
provides redundancy and keeps the network stable. _/: MSTP | 8021s | 1-6 seconds | Multiple VLAN instances

e0®e

M | l il
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o hﬂ%‘i‘ﬂ""hw 6 . EtherChannel

(Link Aagreaatlon)
Combine Multiple Links for Higher Bandwidth and Redundancy

EtherChannel (Port-Channel) is a technology that bundles multiple physical links
together to form one logical link, providing higher bandwidth, load balancing and redundancy.

€ Wy EtrerChamel? €  EtreCiomel Topoigy Bxample

@ Ircreases bandwidth (link aggregation). Féﬁ;%mi&
@ Provides redundancy (if one link fails, traffic b SWI AN
continues on remaining links). : -
& Load balances traffic across multiple links. ?’gﬁ - :l ?gﬁ
. T A / a P
Appears as a single logical link (Port-Channel). Physical Links: = ' Physical Links: |
0 PP J& £9 Fa0/1 ﬁ 3 physical links Fa0/1 |
O Simplifies network management. Fa0/2 bebaie o0 tibail Fa0/2
. Fa0/3 link (Port-Channel 1) _ Fa0/3
| z
9 EtherChannel Modes (Cisco) o Load Balancing Methods
| Mode  Keyword Description Method _ Description ) |
On on Forces EtherChannel (no negotiation}  src-mac - Based on source MAC address
' “ ' dst-mac Based on destination MAC address
. Activel f . |
{DePsArilLe) desirable uﬁ;\; E ;;;;es et St o _ src-fist—mac ~ Based on source and destination MAC
| .~ sre-ip ~ Based on source IP address
( Au%n) auto Passively waits for PAgP.  dst-ip . Based on destination IP address
. | .| sre-dst-ip . Based on source and destination IP
LACP : Actively tries to form EtherChannel src-dst-port Based on source and destination port (L4}
Al "™ | (using {ACP - IEEE 802 3ad). ’ '
- - Default load balancing method: src-dst-mac
(Pﬁe) passive | Passively waits for LACP. | You can change it per your network design.

: . 6 Verification Commands
6 Etherawnm' COﬂﬁglmhm EXﬂfdﬂ (LACP) @® ® SWI# show etherchannel summary

® ® SWI Configuration
SW1(config)# interface range fa@/1 - 3
SW1(config-if-range)# channel-group 1 mode active

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
Group Port-channel Protocol Ports

Pol1(SU) LACP Fad/1(P) Fa@/2(P) Fa@/3(P)

{ SW1l(config-if-range)# exit

SW1(config)# interface port-channel 1

{ SW1(config-if)# switchport mode trunk
SW1(config-if)# exit

® ® SW2 Configuration o lmportant Points t@:

' gtjggmn?g)# fin‘ter-fa.c;fe r}ange{ a@.;’i X 13 e et All links in EtherChannel should have same speed and duplex.
contig=l¥=range)+ cliannel=groyp 1 moge active Switchport mode (access/trunk) should be same on all links

5

SW2(config-if-range)# exit @ All links must be in the same VLAN (for access) or same trunk config
(]
o

SW1# show interfaces port-channel 1
SW1# show lacp neighbor
SW1# show etherchannel port-channel

SW2(config)# interface port-channel 1 o , i
SH2(L0nflg if)# ‘“wltchpgrt mt;de el Max 8 links in one EtherChannel (on most Cisco switches).
Use LACP (IEEE 802.3ad) for multi-vendor environments.

SW2(confia-if)# exit
Dy 0®e
[ |l i
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| Tock2 Wﬂ:‘;@ 7. Port Security

Prevent Unauthorized Devices from Aécessing the Network

Port Secunity is a Layer 2 feature that limits the number of MAC addresses
allowed on a switch port to prevent unauthorized access.

€ Why Port Security? @) Port Searity Topogy Carpe

Prevents unauthorized devices. Switch

Allows only specific MAC addresses.
[mproves network security.

Helps to stop MAC address flooding attacks.
Useful for access ports (end users).

Easy to conFigure and monitor.
MAC: AMAAAAAAAAAA  MAC: BBBBBBBBBBBB  MAC: CC:CCCC-CCLCCE

® oocoo000

(Allowed) (Not Allowed) (Allowed)
Port Securiy Parameters —— @1)  igition Modes
"~ Parameter . Description 1 ( Mode Description W
Maximum number of MAC addresses F o Droos packets from unk MAC.
i . allowed on the port (default 1) _ Protect . N; rosg Pufnd nr? Sgﬁpu;anpown
. Action when unknown MAC is seen o Drops packets from unknown MAC.
{ Violation Mode (protect, restrict, shutdown). Restrict o Generates log and SNMP trap.
{ { I f AL | e Port remains up.
Sticky MAC LTI S AN NS o Puts the port in err-disable state.
idress in running conf:g _ Shutdown o Generates log and SNMP trap.
Ad Removes learned MAC after a e Port remains down until recovery.
ging Time

specific time (optional).

6 POI"t Secu"ty Conﬁgurahorl Emmﬂe @ ® SWl# show port- SE‘CUHH.] interface fad/1

Port Security : Enabled
[ X

SW1(config)# interface fad/1
4 SW1(config-if)# switchport mode access
: SW1(config-if)# switchport port-security

Port Status : Secure-up
Violation Mode : Restrict
Aging Time : @ mins
Maximum MAC Addresses i
Total MAC Addresses |
Configured MAC Addresses : @
Sticky MAC Addresses il
: A
¢}

SW1(config-if)# switchport port-security maximum 2
SW1(config-if)# switchport port-security violation restrict
SW1(config-if)# switchport port-security mac-address sticky
SW1(config-if )# end

Last Source Address A:AA:AA:AA:AA:AA

Security Violation Count

. 0 Important Points

:' ™ o maximum 2 = Allow 2 MAC addresses. Use Pcr't_ Security on access por*bs: only.
Set maximum MAC based on requirement.
() q

o violation restrict — Drop unknown MAC and log. Use sticky MAC for easy management,

e mac-address stlcky —> Learn und save MAC automaticallg @ Choose violation mode as per your security policy,
L o Monitor regu|{1rlg using show port-security.

echnetorkk ) gy Ry i gl
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o275 8. Inter-VLAN Routing 41%;’5!

- . Swip®
Enable Communication Between Dif ferent VLANs oy

Inter-VLAN Enutina allows devices in different VLANs to communicate with each other.
This can be achieved using a Layer 3 Switch or a Router (Router-on-a-Stick).

€ Wy inter-VLAN Routing? € Netuork Topoiogy Example

| 192.163.30.0/24 !

192 168. 2@ 0/24

& Allows communication between different Hntﬁﬂjﬁgﬁﬂﬁg)
VLANS,
& Used in enterprise networks.
0 Better network segmentation and control. s e
(v ) Improves security and traffic management. | | i ’
| St 1 -
& Can be implemented using Layer 3 Switch B~ R~ R
or Router. Sy Il i PC2 i PC3
| 192.16810.124 ! 192.16820./24 !! 192.16830./24 |
e VLAN 10 i | VLAN20 |, VLAN 30

Layer 3 Switch Configuration

) Verify Inter-VLAN Routing

Sw1(c0nflg)# ip routing | Enable L3 routing
SW1(config)# interface vlan 10

SW1(config-if)# ip address 192.168.10.1 255.255.255.0
SW1(config-if)# no shutdown

SW1(config-if)# exit

SW1(config)# interface vlan 20
SWi(config-if)# ip address 192.168.2¢
SW1(config-if)# no shutdown
SWi(config-if)# exit

SW1# show ip interface brief

Interface IP Address Status Protocol
Vlan1@ 192.168.10.1 up up
V1an20 192.168.20.1 up up

V1an30 192.168.30.1 up up

SW1# show ip route
C 192.168.10.8/24 is directly connected, Vlanl®

C 192.168.20.0/24 is directly connected, Vlanz20
C 192.168.30.0/24 is directly connected, V1an30

(&%)  Trunk Port. Configuration (Suitch Side)

SWl(config)# interface g@/1

SWi(config-if)# switchport mode trunk
SWi(config-if)# switchport trunk allowed vlan 10,20,30
SWi(config-if)# exit

SWl(config)# interface vlan 30
SW1(config-if)# ip address 192.168
SW1(config-if)# no shutdown

4 SWi(config-if)# exit

(Eﬂuter-an-a Stick) (Trunk Port)
R1(config)# interface g8/0.10

Ri(config-subif)# encapsulation dot1Q 10 l .
R1(config-subif)# ip address 192.168.10.1 255.255.255.0 nportant Points
R1(config-subif)# exit

R1(config)# interface g/0.20 Inter-VLAN routing is required for communicatior
R1(config-subif)# encapsulation dotlQ 2@ between dif ferent VLANs.

R1(config-subif)# ip address 192.168.20.1 255.255.255.0 Can be done using Layer 3 Switch or Router.
R1(config-subif)# exit Use trunk link (802.1Q) for Router-on-a-Stick.
R1(config)# interface g0/0.30 Configure SVI (interface vlan) on Lager 3 Switch.
R1(config-subif)# encapsulation dot1Q 30

R1(config-subif)# ddress 192.168.30 : :
RlEconflg :ublfg# iil? greas 68.30.1 255.255.255.0 Used for better network segmentation and security

Technetworkk o al ias
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T .E‘forf;'mt 9. DHCP Snooping

Prevent Rogue DHCP Servers and Improve Network Security

DHCP Snooping is a Layer 2 security feature that allows the switch to trust only
specific ports for DHCP server messagess and block rogue DHCP servers.

€D Why DHCP Snooping? 2 I Ty Dang

Prevents rogue DHCP servers. Fab/l Fa0/2

Allows only trusted ports to send (Trusted)
DHCP server messages. :

@

Blocks unauthorized DHCP responses. (Untrusted) Rogue [)ng & e

Protects users from gettmg wrong DHCP Server (Should be Blocked)
IP configuration. (Trusted)

1 192.168.1.10
Improves network security and control. PC

(Receives IP from
Legitimate DHCP Server)

o
&
o
o
9 0 " Trusted vs Untrusted Ports.

DHCP Snooping Configuration

Swl(conflg)# ip dhcp snooping I Port Type | DQSCP'Pt'c’” J Example ‘

SW1(config)# ip dhcp snooping vlan 10,20,30 . o Allowed to send

SW1(config)# interface fad/1 . DHCP server messages Fa0/1

SW1(config-if)# ip dhcp snooping trust Trusted Port (Offers, Acks, et_cj] (to DHCP Server)
{ SW1(config-if)# exit - o Connected to legitimate

SW1(config)# interface range fad/2 - 24 . . DHCP Server

SW1(config-if-range)# ip dhcp snooping limit rate 10 o Not allowed to send

SW1(config-if-range)# ip dhcp snooping DHCP server messages Fa0/2, Fad/3

SW1(config-if-range)# exit Untrusted Port | o Only allows DHCP client (to End Users)

messages (Discover, Qequest;

Venﬁcahon Comn'lands e Blocks rogue DHCP servers _ :

5 : \ 7
°® o How DHCP Snooping Works? -, )-
SW1# show ip dhcp snooping
DHCP Snooping is enabled ' o Switch trust only specific ports.
EECQB"ZSGW"Q TS Cob R QUER il D Y ES i Allows DHCP client messages from untrusted ports.
| Insertion of Option 82 is disabled & Blocks DHCP server messages from untrusted ports.
{ If:%zrﬁggg?mg trust/rate is configured on the following e Ruilds DHCP Snﬂopmg Blndmg Table (]p MAC, VLAN, Port).
' i Can be used with other features like Dynamic ARP
{ SW1# show ip dhcp snooping binding Inspection (DA and IP Source (:uardH
1 MacAddress IpAddress Lease(sec! Type VLAN Interface
! 33.4455 192.168.10.10 86400 dhcp 10 Fab/10 wa!F
022.3344.5566 192.168.20.20 86400 dhcp 20 Fad/11 Key Takea
‘ SW1# show ip dhcp snooping interface & Enable DHCP Snooping on required VLANs
| Interface  Trusted  Rate limit (pps) @ Trust only the port comected to legtimate DHCP Server.
S o Set rate limt on untrusted ports.
Fab/2 ) @ Usewith DA and IP Source Guard for better security.
Fa6/3 0 0 Ueﬂfg bindings and monitor regularly.

e b . :‘i
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j’ff@‘ e et 10, Key Takeaways %

& Useful Commands -~

Switching is the foundation of every network. Understandin? these concepts and commands
will help you design, manage and troubleshoot enterprise networks from CCNA to CCIE level.

Key Takeaways from This Series 9 Most Useful Show Commands

|

Snooping. | - show port-security interface fad/1 Check port-security _
These concepts are essential from CCNA to CCIE level. | show ip dhcp snooping binding | View DHCP snooping bindings

show running-config View current configuration

o Troubleshooting Commands

@ Understood how a switch works | Command | Purpose .
0 Learned MAC address table and frame forwarding. | show mac address-table . View M’G‘Clﬂdfmﬂs table
o Studied VLAN and Inter-VLAN routing. o 1nterfaFes e : E.hed( P S :
. show vlan brief . Display VLAN information
o Learned STP to prevent loops. ' show spanning-tree " Check STP status
o Understood EtherChannel for higher bandwidth. . show etherchannel summary  View EtherChannel details
; : show ip interface brief Check SVI status
: o Secured the network using Port Security, DHCP [ ol ipoveia Err

P  Most Useful Configuration Commands
®

SWl(config)# vlan 10
SW1(config-vlan)# name Users
SWi(config)# interface fa@/1
SW1(config-if)# switchport mo
SW1(config-if)# switchpor
SWl(config)# interface
SW1(config-if)# switc

show mac address-table | include fa@/1
show spanning-tree detail

show etherchannel summary

show interfaces fa@/1

show vlan brief

show port-security interface fa@/1
show ip dhcp snooping binding

show logging | include DHCP_SNOOPING

¢ allowed vlan 10,20,30

SW1{config-if-range)# switchport port-security maximum 2
SW1(config-if-range)# switchport port-security violation restrict
SW1l(config)# interface vl

SW1(config-if)# ip addres 2.168.108.1 255.255.255.0

show cdp neighbors

show 1ldp neighbors

show ip interface brief

show standby brief (HSRP/VRRP)

show storm-control interface fa0/1
debug dhcp snooping events (if needed)

"Switching is not just about
connecting devices, it's about

Keep building a secure, reliable and

Lm','"g scalable network.”

Growing /M — Urvish Patel
ol :‘;

& Advanced STP (PVST+, Rapid-PVST, MST).
Campus network design (VLANs, Trunks, EtherChannel).
P g
& First Hop Redundancy (HSRP, VRRP, GLBP).
{ & Advanced security features (DAL IP Source Guard, 802.1X).
& Large scale Layer 2 and Layer 3 design
o Troubleshooting and real-world scenarios.
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