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etworkk VL AN Troubleshooti & I5lee
Tl eyl Sip, Step Approach pood swipe 2

When users face VLAN related issues, follow a systematic troubleshooting approach
instead of checking random commands. This helps you to find the root cause quickly.

€ comonvianissis @) Troubleshooting Workfiow

; : Get details f
o PC not getting [P in a VLAN Step1  Identify the problem and affected VLAN (Which VLAN, whic device,
. 18 what is not working)
o VLAN not working on access port B Check phsial comectiviy Verify cabe, :;%ﬁﬁe status,
o VLAN not allowed on trunk ¥
. . Check if VLAN exists,
o Inter-VLAN communication not working Stip 3 Verify VLAN configurtion correctly assigned to ports
o VLAN MESSi"g on switch Step4  Check trunk and allowed VLANs Ve'lif’ ﬁ“ﬁﬁtﬁm
0 IS
@ VLAN not propagating in VTP \ N
: Step5  Check Layer 2 and STP status Make sure port is not bloc
o Trunk down or blocking on STP ﬁip J and VLAN is forwarding
o Users in same VLAN cannot communicate Step 6 Check end device / DHCP / IP Verify DHCP, IP, gateway

and VLAN on the host

Sample Network Topology for Troubleshootmg

~

C v Wi

i sers ! Trunk (VLAN 10, 20)

| (192.168.10.0/24) | L e e

L P PCZ2 |

LT B

e Key Commands for Initial Checks

@ Check VLAN Database @ Check Interface Status @  Check Trunk Details
Switch# show vlan brief Switch# show interfaces status Switch# show interfaces trunk
VLAN  Name Status  Ports Port  Name Status VLAN Pt el Scwisna Sl
1 default active Fa@/1 Fa@/1 connected 10 Faipn S92 14 Huiking
16 Users active  Fa@/2 Fab/2 connected 10 Port Vlans allowed on trunk
20 Servers active Fad/3 Fa@/24 (trunk) connected  trunk | ----  mmmmmmmmmmmee o

Fae/24 10,20

Verify if the VLAN exists and is in active state. Verify if access ports are in correct VLAN Verify if required VLANs are allowed
and trunk port is up. on the trunk.
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T, Senario 1 e
PC Not Getting IP in VLAN

User is connected to VLAN 10 but not gettmg IP address from DHCP.
Let's troubleshoot this step by step using real commands.

|
o Network Topology ok L Stk
| (DHCP Server) quw] Result:

Swi S —
AR = S Fa0/24 PC should get IP
- R T | in 192.168.10.0/24
PC1 (Access VLAN 10) VLAN 10 HOmDHC=.
VLAN 10 192.168.10.0/24
9 Possible Causes 1) Step 1: Verify PC and Port VLAN
' : Switch# show interfaces fad/1 switchport
o Port not in correct VLAN AT
Switchport: Enabled
o VLAN not created Azéiﬁgzi;ativgamde: static access MP'kF' S:}T:igz;t
Operational Mode: static access 1SN
o VLAN not allowed on trunk (Access Mode VLAN: ia VLAN (Access
: Tr 1k ng Native Mode VLAN: 1
@  DHCP ot working o not. reachable Triniing Viibe Evastes None VWD
o Switch-Router connectivity issue Truking VLANS Active: None
o S—l-P b[{][:king the p{}rt S'I'l'itCh# ShOh' Vlan br‘ief
: . VLAN  Name
o IPhelper-address missing (if DHCP server -
is in different VLAN) 5 - o tive

active
active

O step2: veityviavon Tk (EJ) tep 3: check DHCP Rehabity

Switch# show interfaces fa0/24 trunk Switch# ping 192.168.10.1

Type escape sequence to abort.
Sending 5, 190-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Port Mode Encapsulation Status Native vlan
Fa@/24 on 802.1q trunking 1

Success rate is 18@ percent (5/5), round-trip min/avg/max = 1/2/3 ms

Port ~ Vlans allowed on trunk
Fa@/24 | 1,10,20 s : 7 e

/24 18,2 Switch# show ip dhcp snooping binding
Port Vlans in spanning tree forwarding state

MacAddress IpAddress Lease(sec) Type VLAN
fas/24  1,19,20 aabb.ccdd.eeff 192.168.16.50 7200 dhcp 10
Mﬂk? sure VLAN 10 is allowed on trunk Verify switch can reach DHCP server and DHCP snooping
and is in forwarding state. shows bindings (if enabled).
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VLAN Not Working on Access Port

PC is connected to VLAN 20 but not getting connectivity.
Let’s troubleshoot and fix this step by step.

o Network Topology Router / L3 Switch

Sw1 (Defautt Gateway) _‘]
! Fa/1 VLAN 20
Fa0/5 (Trunk) 192.168.20.0/24
VLAN 20 e
192.168.20.10
e Step 1: Check Port Configuration . Step 2: Check VLAN Status
Switch# show interfaces fa@/5 switchport Switch# show vlan brief

Name: Fa@/5

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access

Status

default i Fa0/24, Gig/1
Users active Fa0/1, Fa@/2
_Servers active Fad/5 5
Management active

(Access Mode VLAN: 20 |

Trunking Native Mode VLAN: 1
Trunking VLANs Enabled: None
Trunking VLANs Active: None

o Verify that the access port is in correct VLAN (20).
If VLAN is different, update the configuration.

) step 3: veriy Phsical Lk
Switch# show interfaces fa@/5 status C:\> ping 192.168.20.1

Pinging 192.168.20.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.

@ Status should be connected (not err-disabled or notconnect). LBl e,

: . If ping fails, continuing with next. steps
@ Check for duplex/speed mismatch if needed. o e

Port  MName  Status Vlan  Duplex Speed Type

(Fa0/5 - connected 20 a-full 100  10/10@BaseTX |

0 Step 5: Common Causes & Fix ( rossble cause Soltion
Port in wrong VLAN : Use: switchport access vlan 20 @
VLAN not created Use: vlan 20 and verify d\e,t,lll f’(‘(}m
i - ?.T
Port in shutdluwn state | Use: no shutdown Lagl’:\' 1 to Loy "
Cable / NIC issue | Check physical connectivity o cn“g = \I’LAN
PC IP in wrong subnet | | Assign correct IP (192.168.20.x) t‘f‘uﬂk = gu.’wwﬂg =
VLAN not allowed on trunk | Add VLAN 20 on trunk: switchport P wnﬁgumﬂﬂn-
{affects gateway reachabiity) | trunk allowed vlan add 20 \
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UsersmSamVLANCannotCommumcate o

PC1 and PC2 are in same VLAN but cannot ping each other.
Let's troubleshoot step by step to find the root cause.

0 Network Topology Expected Resu: Result:
1 Pc1 and e

e N SO et otner

o o7 e

(Access VLAN 10) (Access VLAN 10) PC2 the same VLAN
192.168.10.10 192.168.10.20 (Layer 2
VLAN 10 VLAN 10 mmmumcatmnl
ePossbleCauses Step 1: Verify VLAN on Both Ports
o Different VLAN assignment on ports Sw1tch# show interfaces fa@/1 switchport
’ ; Name: Fa@/1
o Interfaces in err-disabled state Suitehports [Enaliled BOth\STS
: ; Administrative Mode: static access houla D
o Port security blocking the MAC address Operational Mode: static access ?n e same
; |Access Mode VLAN: 10 |
| o STP bk’c"'”ﬂ the port Trunking Native Mode VLAN: 1 VLP‘NE::':'“ o
N Trunking VLANs Enabled: None in acc i
| 0 DHCP or IP Cﬁﬂﬁgurﬂtion ISSue Trunking VLANs Active: None
o ACL or security feature blocking traffic Switch# show vlan brief
@ VLAN not active in the VLAN database T s e
default Tt
~Users actwe Fa@/1, Fad/2
Servers active
Switch# show interfaces status Switch# show port-security interface fad/1
ot ety Bl . o
et Lll> ] =il B VI0
connected 10 a-full 100 18/100BaseTX I,Vit;latio_n Mode : Shut__.dnwr‘l : s'nutdﬁwn
connected 10 a-full 100 10/100BaseTX Aging Time t @ mins mode 1S
Aging Type ~: Absolute and unknown
Both ports should be in connected state ;:ilim;t",ﬁé e Ao il s connected,
and not err-disabled. Total MAC Addresses : 1 ort will be
Configured MAC Addresses : 1 %[ocked
0 Step 4: Check STP Status o Step 5: Test Connectivity @?’LE'—
Switch# show spanning-tree vlan 10 PC1> pmg 192.168.10.20 /] Verh’FE Sﬂﬁ"':{;ﬁi
Interface Role Sts Cost Prio.Nbr Type o C'he.c PUTP "
Fad/1 Desg FWD 19 128.1 P2p 9 - k rt st
Fa/2 Altn  BLK 19 128.2 P2p it % Vertf‘.’n P "’Ettmg
| Crck fr K20
If port is in blocking state, it will not forward traffic. If pin Wﬂfks after ﬁx hsicol cable
9 P . g : : l o IﬁSEB gIS mSDlUEd o \‘el'lfﬁ P Y
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Tere2 S, Scenario 4 4EF
VLAN Not Allowed on Trunk i

VLAN 30 is created and assigned to access ports, but devices in VLAN 30
cannot communicate because the VLAN is not allowed on the trunk.

o Network Topology
iy P R e g
Fa0/1 (Trunk) Fa0/2

PC1 (Access VLAN 30) VLAN 30 is missing (Access VLAN 30)
VLAN 30 in allowed VLAN list VLAN 30
192.168.30.10 on the trunk. 192.168.30.20
@) Verify VLA Eists Check Trunk Allowed VLANs
Switch# show vlan brief Sitch# show interfaces trunk

VLAN  Name Status Port Mode Encapsulation Status

Fa@/24  on 802.1q trunking
Fa@/1, Fa@/2

10 Users =

20 Servers active ~

130 Voice active -

Port Vlans allowed on trunk
Fad/24

: VLAN 30 is not in the allowed VLAN lst,
o VLAN 30 is created and active on the switch. so traffic is not pass:ng

o Fix: Add VLAN to Trunk

Switch(config)# interface fa@/24

SRUEShL con 1 3 i s teheogt imede HEEk
(Switch(config-if)# switchport trunk allowed vlan |
. 1,10,20,30 |
Switch(config-if)# end

Q Added VLAN 30 to the trunk allowed list.

Encapsulation Status
Fa0/24 on 802.1q trunking

Port ‘Vlans allowed on trunk
Fa0/24 [1,10,20,30 |

0 VLAN 30 is now allowed on the trunk.

Test Connectivity 0 Key Tokeaways ~ 3of ProTe:

PC1> ping 192.168.30.20

o : : : n productm“
Pinging 192.168.30.20 with 32 bytes of data: Atways verify VLAN is created and active. tworks consider
Reply from 192.168.30.20: bytes=32 time<ims . e

Reply from 192.168.38.20: bytes=32 time<lms o Check trunk mode and allowed VLAN list. L;S'Iﬂ lwuw Jan
Reply from 192.168.3 bytes=32 timeqlms B . run

Beoiy fhom 132 168 3 @ 1 VLAN is missing, add it to the trunk e <vlan-d>"
[Ping statistics for 1 . : o Use show interfaces trunk to verify, instead of

o After fixing, test connectivity from end devices. e

REAL
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Techreo s Scenario 5 &y
VLAN Not Propagating in VTP i

VLAN is created on VTP server but it is not visible on other VTP clients.
Let’s troubleshoot and fix this step by step.

& = cquii sk

hould
Trunk A o L ﬁﬂﬁ;ﬁ;é’uﬂg
; (VTP Enabled) i H_ i1 I ) . propag oed to al
VTP Server VTP Client VTP Client \JW cdlients (SW2
VLAN 40 created VLAN 40 not VLAN 40 not and SW3).
on SW1 (VTP Server) visible on SW2 visible on SW3

e Possible Causes ) Step 1: Verify VTP Status on All Switches

@ VTP mode mismatch (server/client/transparent) Switcht show vtp status

0 VTP domain name mismatch VTP Version 2 Verify same
Configuration Revision : :
e,
o VTP version mismatch (V1/V2/V3) Maximum VLANs supported locally : 10@5 domain mmrs'm
@ Trunk link not working or VTP not allowed Nunber of existing VLANs ____: 10 came /TP Wt
VTP (VTP Operating Mod EECTOE] ond O
@ Pruning enabled on VTP (VLAN filtered) WP Domair Mome . TECHNETWORKK  [ERNALR A
@ Higher VTP revision number on client VIP Pruning Mode : Disabled all switches-

o VLAN database in client is corrupt

O step 2 Verfy Trunk and VTP Alowed () tep 3: Check VLAN on Clent Suic

Switchi# show interfaces trunk Switch# show vlan brief

HEE Status

Port Mode Encapsulation  Status Native vlan
Fa@/1 on 802.1q trunking 1

default active

Vlans allowed on trunk UseFs active , VLAN 40 not
Fab/1  1-1005 I — Servers active Prg«_:,ent on clent
Make sure the trunk is up and VLAN 40 is allowed " (Not Present) saitches

on the trunk.

() stzp 4 Verity VP Revsion Nmber

Step 5: Fix the lssue > Pro TP

: nt has @
Switch# show vtp status 0 Conﬂgurg same VTP domain name It e Chinsmn number
on all switches 'mgﬂars r: t accepting
Configuration Revision : 15 o Use same VTP version (UINQNS) tﬂ dﬂl tes, you can
VTP Operating Mode : Client o COHFQUFE correct VTP mode forCB l{', to af‘::P
VTP Domain Name : TECHNETWORKK (server/client) b dehﬁ‘“ ke o
: : = ] vian itch
e If client has higher revision number than server, o l?cnsur_e‘tmnk |sl;up‘an;|:l_ \E:LAN s allowed f?l"f‘f,‘"é"r ﬁﬁni“:é
it will not accept updates from the server. 0 IF revision tumber- S highet, reses VIP E;nmnc:‘,enance window)-

on client (e.g., delete vian.dat and reload)

Technetworkk ™ “ry gy ) e
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Inter-VLAN Communication lssue il

PC in VLAN 10 can ping PC in VLAN 20 but cannot ping the Gateway
or other VLANS. Let’s troubleshoot this step by step.

mtwork TOPO'OQQ Router / L3 Switch

(Inter-VLAN Routing)

s
i
i3
&
g.
(@ )

Routing missing between VLANs

G0/0.10
! Fa0/24 192.168.10.1 ;
Fa0/1 T
PC1 (VL?%{; 10) (Trurk) G0/0.20 PC2
192.168.10.10 192.168.20.1 192.168.20.10
VLAN 10 VLAN 20
9 Possible Causes . Step 1: Verify SVI/Subinterface Status
o SVI / Subinterface is down Switch# show ip interface brief
0 VLAN not allowed on trunk Interface IP-Address  OK? Method Status Protccol
| 0 1"50”"9(312 IP on SVI/St:lhmter.Face (Vlan10  192.168.10.1 YES manual up  uwp |
| 0 Routing not enabled (ip routing) Vlan20  192.168.20.1 YES manual down  down
o ACL blocking inter-VLAN traffic
@ Wrong default gateway on PC 8 VLAN 20 interface is down, so inter-VLAN routing
@ HSRP/VRRP not working (redundancy) s not working.

Step 2: Verify VAN and Trunk (&) Step 3: Verfy Routing s Enabed

Switch# show interfaces trunk Switch# show running-config | include ip routing
Port Mode Encapsulation  Status Native vlan |"_i-p routing | :‘ y Note:

Fa@/24 on 802.1q trunking 1

Vlans allowed on trunk

For intBT'VmN
routing, ‘_'"”'ke’ s

(oi2e8 " ST i | o mﬂtmg;ﬁ;
abled on
o VLAN 10 and 20 are allowed on the trunk. T‘E Gyitch / Router.

o - — oﬁeP&WﬁyDe&ultGatmymPc
! Ip Addresspcl (v:u;:g 2‘1.01)68.1@}.1a :@ Pﬂi?_

Switch# show access-lists

Extended IP access list BLOCK_INTERVLAN Subnet Mask ::,_25_5_.255;55;6 i default ateway
10 deny ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255 Default G4 { 192.168.16.1 | is wrong, £
20 permit ip any any PC2 (VLAN 20) not haﬁﬁsr VLANSs
IP Address  : 192.168.20.10 reuc'n_d: o
ACL i< blocking traffi ween VLAN 20 Subnet Mask  : 255.255.255.0 even It
€ AL is blocking traffic between VLAN 10 and VLAN 20 Sunet Hask ; 255.255.75 sediling

| TeC!‘”etW_orkk £ 0, ol
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T s Scenario 7. &
VLAN Not Working After Switch Replacement ~ —

After replacing a switch, users in VLAN 50 are not getting connectivity
because trungk and VLAN configuration is missin% on the new switch.
Let's troubleshoot and fix this step by step.

| o Netork TI % Swi Sw2 Router / L3 Switch
|

! (New Switch) (Core/Distribution) (Inter-VLAN Routing)

—  F10/24 =
Fa0/1 (Trunk) ZxsTIzzss VLAN 50

| PCl 192.16850.1
1901685010  VAccess VLAN 50)

VLAN 50

@) symptoms

o Users in VLAN 50 cannot ping gateway

Step 1: Check VLAN Exists

Switch# show vlan brief

@ Other VLANs are working fine Name Status
New switch was recentiy repfaced default active

Users active

PC gets APIPA (169.254.x.x) or no response o R e

No entry for VLAN 50 in switch JSiCe e CtIVE
5¢ (Not Present)
Trunk link not allowing VLAN 50

9 VLAN 50 is missing on the new switch.

O stop 2 e Trunk Aowed vias (B step 3: sk Pt Configuratin

Switch# show interfaces trunk Switch# show interfaces fa@/1 switchport
Port Mode  Encapsulation  Status Native vlan Rame :"iran/ .50 ;
E4f/24. on 802 1c trunkin 1 Switchport: Enabled o Eﬂ
i v ang Administrative Mode: static access 4 >
Vlans allowed on trunk Operational Mode: static access Access pmJ_C-

20 30 Access Mode VLAN: 1 be m
1,10,26,38 Trunking Native Mode VLAN: 1 should 50

. Trunking VLANs Enabled: None VLAN -

e VLAN 50 is not allowed on the trunk. Trunking VLANs Active: None

€9 Port s in VLAN 1 instead of VLAN 50.

o Step 5: Verify After Fix - () AoVefts:

Switch# show vlan brief e Ping Q&WC‘Q

0 Step 4: F'mthegamﬁon

Switch(config)# vlan 50
Switch(config-vlan)# name HR

_____ 6 Status 192'168‘50\(‘1
P g e e e Gfault | active . O A
Switch(config-if )# switchport mode access | . Users ackive u“OWEd :
Switc nfig-if )# switchport access vlan 50 20 Servers active = Vﬁﬁfﬂ muhng
Vfig-if)f exit ] 30, Voice active hefween VLANS
config)# interface fa0/24 | HR active

| Switch(config-if)# switchport trunk allowed vlan add 50 ) VEAN'50'is now created and workfng

Technetworkk "y g3 g iah @-r &
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Tl Soonario 8 (Final) €T
VLAN Troubleshooting Summary ’

Use this final checklist and command sheet to quickly troubleshoot any
VLAN issue from CCNA to CCIE levj

& VMNTmuHeshooﬁngFlow Q Important, Troubleshooting Commands

| the Issue Task Command
@ What is not workmg?) Check VLAN list show vian brief
Check interface status show interfaces status
Check trunk details show interfaces trunk
‘ . M M Exists Check allowed VLANs show interfaces trunk | include Vlans
| (show Vla" brief) Check interface config show running config interface fad/1
Check SVI status show ip interfac brief
| _@' Check Pﬂ"t Configuration Check MAC address table show mac address-table vlan 10
(show interface status) Check STP status show spanning-tree vlan 10
‘ ¥ Check VTP status show vtp status
@ TR Alowed Check routing table show ip route
: VIANs Check access-list show access-lists
(show interfaces trunk) Debug (if required) debug spanning-tree events
+ e debug vlan

o

e Check SVI and Rouh J
(show ip i Interface bn ] Common Root Causes Checklist

VLAN not created or not active e i
Feahlres 8 Access port assigned to wrong VLAN - P'ﬂ
ACL. STP. DHCP Snoopmg DAI) @ Trunk not allowing the required VLAN n reol networks.
g VLAN not present on remote switch check ‘»é’-‘.!er: 2
VTP mode / domain / revision mismatch Layer > @
Test ﬂl‘ld Verify @ SViis down or missing (for inter-VLAN) security fﬂm{%
o (pmg show commands) o r routing not enabled togeﬁﬁgsugs are
g ACL blocking inter-VLAN traffic VLA ination
: STP blocking the port '1,;' ultiple
@  Security features (DHCP Srooping, DAI, Port Security) mswnﬂgura.hﬂ“s-
Scenario Emmhs Covered @ Default gateway issue on end device
T T T e— @ Incorrect physical or logical topology

VLAN not allowed on trunk
Inter-VLAN communication issue
VLAN not propagating in VTP
SVI down or not confiqured
Wrong default gateway / routing issue
ACL blocking inter-VLAN traffic
STP blocking the port

Port. security / DHCP snooping issue
New switch replacement VLAN not working

6 Key Takeaways

0 Always verifg VLAN is created and active.

@ Verify SVI, routing and default gateway.

Test from end devices after every change.
Follow a structured troubleshooting approach.
@ Most VLAN issues are Layer 2 related.
@ Document the final working configuration.

[0l 0 11 ias
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v
Use proper show and debug commands.
o p 9
V4
&

0
)
o
©
o
@
o
o
o

: :E,g Urvish Patel

t};ﬁb\es\‘nooﬂﬂg

@ Check port mode (access/trunk) and allowed VLANs. i one of the most

Check security features (ACL, STP, DHCP Snooping). e m CONA

CC'IE 'laue.l
{;’5? sgstp,matic
pprouth soves
tlmﬂ ﬂﬂd he‘ps
find the root causé
quickly.




