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VLAN Series
€) What is VLAN? @) Why Do We Use VLAN?

o VLAN (Virtual Local Area Network) is a o Segmentation - Separate departments or users.
logical separation of a physical network Security - Isolate sensitive data.
intg e t?roadcast ompee, Reduce Broadcast Traffic — Smaller broadcast domains.

o It allows multiple networks to run on the BRI _ Eacy 0. manage
same physical infrastructure. § ;

e Each E’L%&N is like an independent LAN Cost Saving — Multiple networks on same hardware.
with its own broadcast domain. Flexibility — Users can be moved easily between VLANS.

Improved Performance - Less unnecessary traffic.

® Helps in better segmentation, security
and bandwidth utilization.

€) Traditional Network vs VLAN Network
Traditional Network (Without VLAN) | VLAN Network (With VLAN)
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e All devices in same broadcast domain
® No separation between departments
® More broadcast traffic

e Less secure

® Multiple broadcast domains on same switch
e Separate departments

e Less broadcast traffic

® More secure and organized

Key Terms eVLANIDRange

Term Description

Name
VLAN Logical network segment on a switch. Fange Usage
- . 0 Reserved Cannot be used
Broadcast Domain | A group of devices that receive = — -

o broadcast traffic. 1 Default VLAN Default management VLAN
Trunk Carries multiple VLANs between devices. Commonly used for users
Access Port Port that belongs to a single VLAN. =1 B \Lots and departments
Trunk Port Port that carries multiple VLANs using 1002 - 1005 | FDDI/Token Ring | Legacy (hot used)

802.1Q tagging.
VLANID A unique number (1-4094) to identify a VLAN. | | 1006 - 4094 | Extended VLANs iﬁfﬁﬁ’%gﬁ
Native VLAN VLAN used for untagged traffic on a trunk link.
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Tt VLAN Types oo Nt

In real networks, different types of VLANs are used for different purposes.
Understanding VLAN types is important from CCNA to CCIE level.

@oata AL @) pfit W | €) Natve VAN (O pagoner AN

o Used for normal @ VLAN 1 is default @ Used on trunk pOYtS © Used for device
user data traffic on Cisco switches for untagged traffic | management (Switch,
@ Assigned to user @ All ports are in ® Frames without.VLAN Router, Firewall, etc.)
ports (Access Ports) VLAN 1 by default tag are placed in ® Separate from user
o Example: VLAN10,20, o Should not be used b VLAN ' traffic for security
30 for different for production @ Pefault Native VLAN o Example: VLAN 99
departments : (security risk) is VLAN 1
: : L (but should be changed)
> Avoid using VLAN 1 N _»
L A for user traffic! ) :—-
[ -

Trunk to Router

Switch (for Inter-VLAN Routing)

- ———— —_—— —_—— i — -

; VLAN 10 \ b ~ VLAN 99

| IT Department | HR Department ! | Management

I = = | = I:If |

R 6 !

I PC1 PC2 £ PC3 PC4 | Switch Management IP
| 1921681010 192168.10.11 | | 1921682010 192.168.20.1 | | 1921683010 192.168.30.11 | 162.168.99.2

Pluick Summary:
H; Data VLAN = User traffic

| Defoult VLAN —> VLAN 1 (avoid)

| @ Native VLAN = Untagged braffic on trunk

- gement
it VLAN = Device Manage
| . '\G::ai:r;ia’ce VLANs for better security,

performance and management.

Technetworkk M a0 B @

- Pt LEARN CLEAR REAL | CCNATOCCE | BUILD
Urvish Pa
By ANYTIME | CONCEPTS | EXAMPLES LEVEL | REAL SKILLS




Tl VLAN Trunking €

Swipiﬁe__*t,
VLAN Trunking allows multiple VLANS to be carried over a single physical link
between network devices (switch to switch, switch to router, switch to firewall, etc.)

WhatlSTmﬂk’ 3 QPOI ' :”’ TrunkisUSed? ‘
* A trunk hnk is a hnk & 0 Uses 802.1Q tagging

| . ;
s @ Switch to Switch
@ Carries multiple VLANs | Switch to Router
o between two network  ° o |s @ Svitc .
. A Used between switches, switch | tor-VLAN Routing)
iev%c%es Fhatr:alr{‘;ri';?e : to router (Router-on-a-Stick), o (Inter )
rattic Tor |

tch to Firewall
switch to firewall, etc. \ @ v
® VLANs using VLAN ; @ One physical link, many VLANs | o @ Switch to Load Balancer
» tagging (802.1Q). ¥ @ Native VLAN is used for * @ Any f:lemce that needs
s | untagged traffic ¥ mu1tlple VLANs
Trunk Llnk Example (Swltch to Switch) k

fi—

cisco

dfrafn
CISCO

VLAN 10 VLAN 20 VLAN 30 VLAN 10 VLAN 20 VLAN 30
IT Dept HR Dept Finance Dept IT Dept HR Dept Finance Dept
PC1 PC2 PC3 PC4 PC5 PCé
192.168.10.10 192.168.20.10  192.168.30.10 192.168.10.11 192.168.20.11 192.168.30.11
VLAN Tagd o
(802.1Q adds 4 bytes ; ive VLAN
Frame Format & . Native VLAN N
Destination | Source | 802.1 Frames from native VLA
[ Preamble | SFD | ““Mac™”" | “wac Tﬁga Tipe/Length ks N are sent without 802.1Q tag.
TBytes 1Byte  6Bytes  6Bytes 4Bytes 2Bytes 461500 Bytes 4 Bytes @ Defoult native VLAN is 1.
® d for
. VLAN ID Range: o Shoult.i be change
802.1Q ng Details | 0-40% security reasons.
e 0 and 4095: Reserved
TPID Priority | D VLAN ID o 1: Default VLAN Try to use an unused VLAN
(0x8100) | (PcP) | (CFI) (VID) | o 2-1001 : Normal LA:S as native VLAN (e. 999)
. ; ; ; l 02 - 1005 : Reserve -
16 bits 3 bits 1 bit 12 bits || e 10 (for FD‘DUTOkE" ng) .
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%sh o Inter-VLAN Routing %

Inter-VLAN Routing allows communication between different VLANs. Since VLANs are in different
broadcast domains, a Layer 3 device (Router or L3 Switch) is required for inter-VLAN communication.

(G What is Inter-VLAN Roting? - g Methods of Inter-VLAN Rxtig
s @ VLANs are separate networks. "@ Router-on-a-Stick (ROAS)

i i Single. physical link with trunk and
» o By defautt, they cannot communicate with ! l?—interfaces e 4

N B

7\

each other. .
' jcati Layer 3 Switch (SVI)
Inter-VLAN Routing enables communication between VLANS er3 S . or
i o using a Layer 3 device (Router or L3 Switch). g;lﬂgasswv;ﬁ?d Virtual Interfeces (SVI)
Ea;h‘\iu:?l Inc;s its own default gateway (SVI or o iltie Physicl Interfuces
) ub-interface).

Separate physical interface for each
4 VLAN (not preferred).
Method 1: Router-on-a-Stick (ROAS) i _

encapsulation dot1Q 10
L IP: 192.168.10.1/24

il .. N\ Default Gateway
TTTT AT ~I-T] CiSCO aummmmmm : - for VLAN 10

{

|

| 192.168.20.0/24 LD

| - encapsulation dot1Q 20
|

I

I

Trunk Link
(802.1Q)

VLAN 10, 20

i R . S A

== IP: 192.168.20.1/24

PC3 PA NS Default Gateway

ot cocai ki How it Works? for VLAN 20
! i et (o .0 Switch trunk forwards ' Pros & Cons of ROAS
f‘
Eﬁﬂtﬁiﬁﬁﬁdgmﬁ :; :?::utdnwn VLAN tagged Itrﬂfﬁﬁ I | Advantages: et
ig)# i N. ! o Simple setup

Router(config)# interface g0/0.10 handle each VLA P _
Router(config-subif)# encapsulation dot1Q 10 9 Router routes traffic ll o Works on routers with EOE.IE ke
Router(config-subif)# ip address 192.168.10.1 255.255.255.0 bebween VLANS. | e
Router(config-subif)# exit | e D|sadvantag25-

|

|

o Single physical link (bandwidth

0 Devices use router
Router(config)# interface g0/0.20 Y

-interface IP g
Router(config-subif)# encapsulation dot1Q 20 csiﬁa:llt -t i e g
Router(config-subif)# ip address 192.168.20.1 255.255.255.0 V> e Rou ng

Router(config-subif)# exit N ® o Notideal for high traffic environment

DY v G
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tworkk Routing
%mh por ugiln”gtﬁyer"?gw.tch (SVI)

A Layer 3 Switch can perform inter-VLAN routing using Switched Virtual Interfaces (SVI).
Each VLAN has a Gateway (SVI) on the L3 switch, which enables communication between VLANS.

@'MnatlsSVl? ,gu‘ Inter-VLAN Routing Topology (Using L3 Switch)

——— % .
@ Switched Virtual Interface (SV1) is a = Y2/~ 7 Layer 3 Switch
D e ntortce on  Laer 3 . PR T

* @ Acts as the default gateway for the
VLAN.

) @ Enables inter-VLAN routing without

y an external router. .

* @ Each VLAN has its own SVI with

an P address.

IT Dept :
192:168.10. 0124

HR Dept
192.168.20. 0/24

mm

Finance Dept |
192.168.30.0/24 |

@@g
|
\
|

——————a

~

b ] |
~19215&‘°10 192 1631011f \ 192 1552010 192. 1682011 1921683010 192uassu1|'
Configuration on Layer 3 Switch (Cisco 105) S i
S 9 Verification Commands |
Switch(comfig)# vlan 10 i !
’ EWiECEECGHEiE‘V%aﬂgﬁ nap;e IT . Switch# show ip interface brief |
witch(config-vlan)# exi ' = . - 2 |
9 Switch(comfig)# vlan 20 SJIG ay Interface IP-Address 0K? Methm::Ll Status i
Switch(config-vlan)# name HR ‘Defau atew | Vlan10 192.168.10.1  YES manual up/up |
9 Switch(config-vlan)# exit for each VLAN | Vlan20 192.168.20.1  YES manual up/up ,
Switch(comfig)# vlan 30 /_..—-""" . Vl1an30 192.168.30.1  YES mamual up/up |
® Switch(config-vlan)# name FINANCE s | _ |
Switch(config-vlan)# exit == : Switch# show vlan brief I
|
® | Create SVI for each VLAN | VLAN Name Status Ports |
e §”?§°Ef°°'"f-i g)‘ﬁ);nt'erfiﬁe ﬂaqgéoles 10.1 255.255.255.0 JE e e el i
witch(config-if)# ip address 192.168.10. .255.255. | : - . !
Switch(config-if)# no shutdown i 20 HR act%ve 6}11013, G+1/DM i
% switch(config-if)# exit i 30 FINANCE active Gi1/0/5, Gi1/0/6 !
o Switch(comfig)# interface vlan 20 P R G S A S B T R R T A Ny i}
Switch(config-if)# ip address 192.168.20.1 255.255.255.0 . 4 . g
® Switch(config-if)# no shutdown TCStmg Iﬂter VLAN Cﬂmmumcatmﬂ
e e PC1 (VLAN 10) ing 192.168.20.10 @ S
® Switch(comfig)# interface vlan 30 = Piﬂg g e
Switch(config-if)# ip address 192.168.30.1 255.255.255.0 PC1 (VLAN 10) —> ping 192.168.30.10 @ Success
® Switch(config-if)# no shutdown :
Switch(config-if)# exit PC3 (VLAN 20) - pl‘ng 192.168.10.10 @ Success
® | Enable IP routing PC5 (VLAN 30) - ping 192.168.10.10 @ Success

Switch(config)# ip routing

ey Pins ‘9“ e

Eﬂﬂivmw hﬂi . m::ul?rul.q:::i;h g5 e Not suitable for vergjlarge olr) complex networks
W ks ateway | (use dedicated router/Firewall
% s el T | Consumes L3 switch resources (CPU, memory). |

®
‘Tﬂiiﬁ::nﬂgrﬁuw qﬂ::fjwm based routing). '; o Advanced features like NAT, VPN may not be available.
Commonly used in enterprise networks and data centers. | @ Use proper ACLs for security between VLANs.
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VLANT

ing Protocol
(vTP /

L 7/104

Swipe,ﬁe,"t,

VTP (VLAN Trunking Protocol) is a Cisco proprietary protocol that manages VLANs
across multiple switches in a network. It helps maintain a consistent VLAN database.

® \What is vIP?

® Shares VLAN information
across switches.

Reduces manual configuration
on each switch.

@ Works over trunk links only.

Uses VTP domain to identify
the same network.

Only VLAN information is
shared (not interfaces, STP, etc.).

P Ty S

(VTP Server)

" Automatically learns |
i‘ VLANs 10, 20, 30 |

-~

Q Client Configuration

{S} VTP Modes 40 VTP Componerts

Server 3
o ® Can create, modify and VTP Domain :
- delete VLANS. (Switches must be in same
e Sends VLAN updates to clients. domain to share VLANs)
0. Stores VLAN database in NVRAM. VTP Version
C|le|Eta b e iy o it (Version 1, 2 or 3)
® Cannot create, modify or de
VLAN. VTP Mode
® Receives VLAN updates from server. (Server / Client / Transparent)
® Stores VLAN database in RAM only o
(lost after reload). VTP P?.SS\;VD{ i
Transparent (Optional, for security
® Does not participate in VTP updates. VTP Revision Number

® (Can create, modify and delete local
VLANs (not advertised).
® Forwards VTP updates to other switches.

Basic VTP Configuration (Server)

(Increments with each change)

| VAN 10,2030 Switch(config)# vtp domain TECHNETWORKK
+”1 created on Server Switch(config)# vtp mode server
\ and pushed to Chﬁ_“ti Switch(config)# vtp password cisco123

I

Switch(config)# vtp version 2

! Create VLANs (will be advertised to clients)
Switch(config)# vlan 10

Switch(config-vlan)# name IT
Switch(config-vlan)# vlan 20
Switch(config-vlan)# name HR
Switch(config-vlan)# vlan 30
Switch(config-vlan)# name FINANCE

Automatically learns
_ VA 10,20,30

DR | D, e

Switch# show vlan brief

Switch# show vtp statu VLAN Name Status Ports
VTP Version .9 i default active Gi1/e/1
Switch(config)# vtp domain TECHNETWORKK ! ; w : 0 IT active
3 : . Configuration Revision : 5 :
Switch(config)# vtp mode client : A 85 20 HR active
Switch(config)# vtp password ciscol23 IR O 30 FINANCE  active
NIBENSCONELE) S (VERIPOSE) Mumber of existing VLANs: 4 o TN ACRVE
Switch(config)# vtp version 2 ¢ | VTP Operating Mode - Seryer 7 fm _____ g et
I' VLANs will be learned automatically VTP Domain Name : TECHNETWORKK : :
from the server. VTP Pruning Mode : Disabled Always use same VTP domain and version.

VTP V2 Mode
VTP Traps Generation

1o

CLEAR
CONCEPTS

: Enabled
: Disabled

B
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@ Use VTP password for security. |
o In large nebworks, consider using VP Transparent |
rode to avoid acr.ida_'ltal}.f!zﬂ_l"_l delethn.__ e

BUILD
REAL SKILLS



etworkk :
Techne., et VLAN Troubleshooting

VLAN issues are very common in real networks. Here are common problems, their causes and solutions.
These troubleshooting steps are important from CCNA to CCIE level

= uettng P . R1 (Router) i
€) PC not getting P in VLAN GF
@ VLAN not working on trunk

G0/0.10 G0/0.20 Systematic
€ Cannot ping between VLANs 192.168.10.1  192168.201 rooch while
@ VLAN wissing in VTP database : troubleshooting
© SV down / ot reachable P

ianed on port _
0 Wfﬂﬂg VLAN D‘SS".g P . (Phgstﬁﬂ‘ - VLAN =
) Inter-VLAN routing not working Bonti
O VAN allowed list mismatch ; =
@ Native VLAN issues (s, isnalch) "ok PC2 PC3 PC4
@ VLAN exists on one switch only
; = —— 192.168.10.10 192.168.20.10 192.168.10.11 192.168.20.11
(3D seful Show Commands - (2 sampe Troublestotivg Scenrics
S . PC not getting IP in VLAN
Parpose Command (Cisco 10S) e Check correct VLAN assigned on access port
Check VLANs on switch show vlan brief ; e Verify cable, port status
Check trunk status show interfaces trunk o Check DHCP server or SVI IP T
: : . . ! e  Use: show vian brief, show interfaces <int> switchport
Check switchport config show interfaces <int> switchport )
Check VTP status show vtp status e VLAN not workmg on trunk
Check MAC address table show mac address-table vlan <id>

® "JerifE trunk is up and VLAN allowed
e (Check native VLAN mismatch

o Use: show interfaces trunk

Check interface status show ip interface brief

Check STP status (per VLAN) show spanning-tree vlan <id> | e Ensure VLAN exists on both switches
Check DHCP (if SV is used)  show ip dhcp binding Cannot ping between VLANS '
Check configuration show running-config | section vlan | 2 g‘:{f;foftfg‘gﬂt’h?ut'"ﬂ is configured

o Verify SVI IP and status (up/up)

Verification Checklist ’ Debuggw Ti o Use: show ip E|!n’terﬂ1ce brief

@ VLAN exists on all required switches : octiiby first | ‘ Common Mistakes
@ Access ports are in correct VLAN e %tict&gigﬂﬁ:ﬁs th: u?ﬂfg —
@ Trunk links are up and allowing required VLANs | ® d trunk status € VLAN not created on all switches
P g req VLAN an : d € Access port left in default VLAN 1
& SVl is up and reachable Make sure VLAN exists end-to-en >E
w9 : : . ; 4 routin €3 VLAN not allowed on trunk
@ Inter-VLAN routing is enabled (if required) o Verify SVI IP an r;u | gu o © Native VLAN mismatch
& No ACL blocking the traffic o Check for :tCL ﬂdﬁwnﬁsmmh SVI in shutdown state
@ VTP domain/version/password match (i using VTP) o  Look for native for testin Wrong VTP domain or version
9 and tracert 4
@ STP s stable (o wnexpected blocking e Use ping ing-config between Inter-VLAN routing not configured
TR MR 9 ° (S:mﬁ;z running € ACL blocking inter-VLAN traffic
tworkk 1
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Secunty

Best Practices

CCNA to CCIE Level)

s /10

S“"Pe/_,.)

VLANs help in network segmentation, but proper security practices are required to prevent
unauthorized access, VLAN hopping and other Layer 2 attacks.

Q) Why VAN searity s mportant?

Prevents unauthorized access
between departments.

like VLAN Hopping.

O 00 O

Firewall and Security Policies.

€Y pisable Unused Ports

Switch(config)# |
interface range f0/10 - 24 -
switchport mode access
switchport access vlan 999
shutdowm

description Unused_Port

€) Use a Dedicated Native VLAN
Switch(config)#

interface g0/1

switchport mode trunk

switchport trunk native vlan 999
switchport trunk allowed vlan 10,20,30

6 enabe Port Security
-:_,_F

Switch(config)#

interface f0/5

switchport mode access

switchport access vlan 10

switchport port-security

switchport port-security maximum 2

switchport port-security violation restrict

switchport port-security mac-address sticky

Enable DHCP Snooping
@ Enbke DHcP
Switch(config)#

ip dhcp smooping

ip dhcp snooping vlan 10,20,30
interface go/1

ip dhcp snooping trust ! (trusted port to DHCP server) |

Technetworkk M

Patel LEARN
ANYTIME
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Reduces broadcast traffic and attacks.
Protects against Layer 2 attacks

0
N2,
3

Helps in compliance and data protection.
Enables better control using ACLs,

Put unused ports

- m a dummy V

and shutdown to )
| prevent unauthori

| OCCess.
| =

=

@

Never use VLAN 1
a5 native VLAN
| Use a dedicated
and un
' (eg. 999)

Prevents )
unouthorized devices

~ from connecting

and stops
MAC flooding

| attacks.

@ ©) eratle Dyamic 4P npecton (0A)

. Prevents rogue DHCP
servers and DHCP

attacks.
CLEAR
CONCEPTS

REAL

&mmmm VLM”"PP'"SEmmpk

VLAN Hopping
(DTP, double tagging)

Unauthorized Access
to VLAN

VLAN Spoofing

(Changing VLAN ID)

MAC Flooding

(Exhaust switch MAC table)
ARP Spoofing

(within same VLAN)

STP Manipulation
(priority attack, root bridge)

Attacker PC
(VLAN 10)

\

e Disable DTP (Dynamic Trunking Protocol)

Target PC
(VLAN 20)
Attacker tries to send
double tagged frame to
access another

Switch(config)# Disable DTP to
interface g0/1 prevent attackers
switchport mode access . from forcing a trunk
switchport nonegotiate and performing
switchport access vlan 10 VLAN hopping.
o Limit Allowed VLANs on Trunk P
—————————
Switch(config)# Allow orly reapired
interface go/1 VLANs on trunk
switchport mode trunk educe
switchport trunk allowed vlan 10,20,30 \ tor
switchport trunk native vlan 999 surfoce.

\ =

Use ACLs Between VLANs
F
ip access-list extended HR-ACL

deny ip 192.168.10.0 0.0.0.255 192.168.20.0 0.0.0.255
permit ip any any '

interface vlan 10 in  Use ACLS on Lager 3 de\nces to

Rﬂltﬁ'f ip access-group HR-ACL cont0 Hmﬁ‘c bebween V

@

Swltch(conflg)# ARP
ip arp inspection vlan 10,20,30 PreuantS attac cks
interface go/1 spooting N

: ip arp inspection trust w'it'nln \."..A_

s@a
7 i
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B

CCNA TO CCIE

EXAMPLES

LEVEL REAL SKILLS



tworkk Notes
T VU s~ T2

VLANSs are one of the most important topics me CCNA to CCIE. They help in network segmentation,
improve security, reduce broadcast traffic and make the network easy to manage.

| Complete VLANRecap (@) Key Takeaways

What is VLAN? (Logical segmentation) @ VLANs separate networks and reduce broadcast traffic.
VLAN ID (1-4094, 1 & 1002-1005 reserved) Each VLAN has its own broadcast domain.

Access Port (Single VLAN) Use trunk links for inter-switch VLAN communication.
Trunk Port (Multiple VLANs)

Use SVI or Router-on-a-Stick for inter-VLAN routing.
VTP helps in VLAN management across switches.

Use proper security best practices (disable unused ports,
port-security, DTP, DHCP snooping, etc.).

Always follow a systematic troubleshooting approach.
Plan VLANSs as per business requirements.

VLANs are widely used in enterprise networks, data centers
and campus environments.

Real-World Enterprise Example .BestPracbcesforVMNDesugl

Inter-VLAN Routine Plan VLAN ID and [P addressing properly.
Use meaningful VLAN names (IT, HR, Finance, etc.).

Inter-VLAN Routing (ROAS / SVI)
VTP (Server / Client / Transparent)
VLAN Trunking (Tagging 802.1Q)
VLAN Security (Best Practices)

Troubleshooting (Common issues)
Real-World Use Cases (Enterprise)

A0 Q00O

Inter VLAN Routing
 VLAN 10 - 192.168.10.1

o VLAN 20 - 192.168.20.1 Disable unused switch ports.
N 1168.30. : :
s Use port-security to prevent unauthorized access.
Disable DTP on access ports.

Implement ACLs between VLANs for security.
Use VTP only if required (otherwise Transparent mode).
Q Monitor VLANs using SNMP, Syslog and NMS.

AOAIAAQ {o}

. o o e . o o [ — p—— R ——

OO | @ |  CED @ Next Steps (Level Up)

| IT Dept '\ HRDept ! Finance Dept !

i 192.168.10.0/24 | | 192.168.20.0/24 | E 192.168.30.0/24 1 m — Learn basic VLAN, Trunk, Inter-VLAN

N — - - IR L Routing and VTP.

i . N | | 9

'3 | - |:I i ; EI E‘ — Advanced VLAN Design, Troubleshooting,
! | PC4 B PC5 ' m VTP, Security and Enterprise Scenarios.

| 192, 163 10 10 192 163 10. 11 ‘!92 168 20.10 192.168.20. 11 ] 192.168.30.10 192 168 3011 )

& e 5 WY G N N N CIE Level —» Large Scale VLAN Design, Multi-Site,
ey High Availability, Security, Automation

“ LANS are the Foundahoﬂ OF a :\ & : | and Rea_l_‘atifrjg:&rchntectums
wp,ll-deSIgned and sec ure network.” 2 8. :
-Te chnetworkk ﬁ |

Technetworkk

Tedmebworkk (1) gy

ich Patel LEARN CLEAR REAL CCNATO CCE | BUILD
By Urvis ANYTIME | CONCEPTS  EXAMPLES LEVEL REAL SKILLS



